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1 POLICY STATEMENT

London School of Business and Management Studies (hereinafterreferredtoasthe “School”)
needs to collect personal information to effectively carry out our everyday business functions and
activities. Such datais collected from staff and students.

Inaddition, we may be requiredto collectand use certaintypes of personal informationto comply
with the requirements of the law and/or regulations, however, we are committed to processing
all personalinformation in accordance withthe General Data Protection Regulation (GDPR), UK
data protection laws and any other relevant the data protection laws and codes of conduct
(herein collectively referred to as “the data protection laws”).

The School has developed policies, procedures, controls and measures to ensure maximum and
continued compliance with the data protection laws and principles.

2 PURPOSE

The purpose of this policy is to ensure that the School messits legal, statutory and regulatory
requirements under the data protection laws and to ensure that all personal and special category
information is processed compliantly and, in the individuals, best interest.

The data protection laws include provisions that promote accountability and governance and as such
the School has put policies and procedures into place to meet these provisions. The aim of such
measuresis pultimately minimise theriskof breachesanduphold the protection of personal data.
This policy also serves as a reference document for employees and third parties on the
responsibilities of handling and accessing personal data and data subject requests.

3 SCOPE

This policy applies to those staff members who are dealing with personal data within the School.
Adherencetothis policy is mandatory and non-compliance could lead to disciplinary action.

3.1 DEFINITIONS

o “Biometric data” means personal dataresulting from specific technical processing relating to
the physical, physiological or behavioural characteristics of a natural person, which allow or
confirm the unique identification of that natural person, such as facial images or
dactyloscopy data.

e “Consent”ofthe data subject means any freely given, specific, informed and unambiguous
indication of the data subject's wishes by which he or she, by a statement or by a clear
affirmative action, signifies agreement to the processing of personal data relating to him or
her.

e “Data controller” means, the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of
personal data; where the purposes and means of such processing are determined by Union
or Member State law, the controller or the specific criteria for its nomination may be
provided for by Union or Member State law.
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e “Dataprocessor”means anatural orlegal person, public authority, agency or other body
which processes personal data on behalf of the controller.

e “Data protection laws” means for the purposes of this document, the collective description
of the GDPR, Data Protection Bill and any other relevant data protection laws that the School
complies with.

e “Data subject” means anindividual who is the subject of personal data
e “GDPR”meansthe General Data Protection Regulation (EU) (2016/679)

e “Personal data” means any information relating to an identified or identifiable natural
person (‘data subject’);anidentifiable naturalpersonisonewhocanbeidentified, directly or
indirectly, in particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or socialidentity of that natural person.

o “Processing” means any operation or set of operations performed on personal data or on
sets of personal data, whether by automated means, such as collection, recording,
organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use,
disclosure by transmission, dissemination or otherwise making available, alignment or
combination, restriction, erasure or destruction.

e “Profiling” means any form of automated processing of personal data consisting of the use of
personal datato evaluate certain personal aspectsrelating to anatural person, in particular
to analyse or predict aspects concerning that natural person's performance at work,
economic situation, health, personal preferences, interests, reliability, behaviour, location or
movements.

e “Recipient” means anatural or legal person, public authority, agency or another body, to
which the personal data are disclosed, whether a third party or not. However, public
authorities which may receive personal data in the framework of a particular inquiry in
accordance with Union or Member State law shall not be regarded as recipients; the
processing of those data by those public authorities shall be in compliance with the
applicable data protection rules according to the purposes of the processing.

e “Supervisory Authority” means anindependent public authority whichis established by a
Member State

e “Third Party” means a natural or legal person, public authority, agency or body other than
the data subject, under our direct authority

3.2 GENERAL DATA PROTECTION REGULATION (GDPR)

The General Data Protection Regulation (GDPR) (EU) 2016/679) was approved by the European
Commission in April 2016 and will apply to all EU Member States from 25th May 2018. As a
‘Regulation’ rather than a Directive’, its rules apply directly to Member States, replacing their
existing local data protection laws and repealing and replacing Directive 95/46EC and its Member
State implementing legislation.

As the School processes personal information regarding individuals (data subjects), we are obligated
under the General Data Protection Regulation (GDPR) to protect such information, and to obtain,
use, process, store and destroy it, only in compliance with its rules and principles.
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3.2.1 PERSONAL DATA
Information protected under the GDPR is known as “personal data” and is defined as: -

“Any information relating to an identified or identifiable natural person; an identifiable natural
personisonewhocanbeidentified, directlyorindirectly,inparticularbyreference toanidentifier
suchasaname, anidentificationnumber, locationdata,anonlineidentifier or tooneor more factors
specifictothephysical, physiological, genetic, mental, economic, culturalorsocialidentityof that
natural person.”

The Schoolensuresthatahighlevel of careis affordedto personal datafalling withinthe GDPR’s
‘special categories’ (previously sensitive personal data), duetothe assumptionthatthistype of
information could be used in a negative or discriminatory way and is of a sensitive, personal nature
to the persons it relates to.

3.2.2 THE GDPR PRINCIPLES
Article 5 of the GDPR requires that personal data shall be: -

a) processed lawfully, fairly and in atransparent manner in relation to the data subject
(‘lawfulness, fairness and transparency’)

b) collectedforspecified, explicitand legitimate purposes and not further processedina
manner that is incompatible with those purposes; further processing for archiving purposes
inthe public interest, scientific or historical research purposes or statistical purposes shall, in
accordance with Article 89(1), not be considered to be incompatible with the initial purposes
(‘purpose limitation’)

c) adequate,relevantandlimitedtowhat isnecessaryinrelationtothe purposesforwhich
they are processed (‘dataminimisation’)

d) accurateand,wherenecessary, keptuptodate; everyreasonable stepmustbetakento
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay (‘accuracy’)

e) keptinaformwhichpermitsidentification ofdatasubjectsfornolongerthanisnecessaryfor
the purposesforwhichthe personal dataare processed; personal data may be stored for
longer periods insofar as the personal data will be processed solely for archiving purposesin
the public interest, scientific or historical research purposes or statistical purposes in
accordance with Article 89(1) subjecttoimplementation of the appropriate technicaland
organisational measuresrequired by this Regulationin orderto safeguard therightsand
freedoms of the data subject (“storage limitation’)

f) processedinamanner that ensures appropriate security of the personal data, including
protection againstunauthorised orunlawful processing and againstaccidental loss,
destruction ordamage, using appropriate technical or organisational measures (‘integrity
and confidentiality’).

Article 5(2) requires that ‘thecontrollershallberesponsible for,andbeabletodemonstrate,
compliance with the data protection laws principles’ (“accountability’) and requires that firms show
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how they comply with the principles, detailing and summarising the measures and controls that they
have in place to protect personal information and mitigate the risks of processing.

3.3 THE INFORMATION COMMISSIONERS OFFICE (ICO)

The Information Commissioners Office (ICO) is an independent regulatory office who report directly
toParliamentandwhoseroleitis to uphold informationrightsinthe publicinterest. The legislation
they have oversight for includes: -

e The Data Protection Act 1998(pre-25t" May 2018)

e General Data Protection Regulation (post-25t% May 2018)

e The Privacy and Electronic Communication (EU Directive) Regulations 2003
e Freedom of Information Act 2000

e The Environmental Information Regulations 2004

ThelCO'smissionstatementis “toupholdinformationrightsinthepublicinterest, promoting
openness by public bodies and data privacy for individuals”and they can issue enforcement notices
andfines for breaches in any of the Regulations, Acts and/or Laws regulated by them.

Under the data protection laws the ICO, as the UK's data protection authority (Supervisory
Authority), willhave asimilar role as previously, whenitcomesto oversight, enforcementand
responding to complaints with regards to the data protection laws and those firms located solely in
the UK.

3.4 DATA PROTECTION OFFICER

Articles 37-39, and Recital 97 of the GDPR detail the obligations, requirements and responsibilities
onfirmstoappointaDataProtection Officer and specifies the dutiesthatthe officerthemselves
must perform.

A Data Protection Officer (DPO) must be appointed by a firm where: -

e Theprocessingis carried out by a public authority or body (except for courtsactingin their
judicial capacity)

¢ the core activities of the controller/processor consist of processing operations which, by
virtue of their nature, their scope and/or their purposes, require regular and systematic
monitoring of data subjects on a large scale

e the core activities of the controller/processor consist of processing on a large scale of special
categories of data pursuant to Article 9 and personal data relating to criminal convictions and
offences referred to in Article 10
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The College has appointed adesignated DPO, inaccordance withthe GDPR requirements and have
ensuredthattheassignedpersonhasanadequate andexpertknowledge of dataprotectionlaw.

For the DPO duties and responsibilities please refer to our DPO Responsibilities document.

4 (GOVERNANCE PROCEDURES

4.1 ACCOUNTABILITY & COMPLIANCE

LSBS hasimplemented appropriate measures to ensure the safeguarding of personal data and
compliance with the data protection laws and can evidence such measures through our
documentation and practices.

Our main objectives are to: -

e Educate senior management and employees about the requirements under the data
protection laws and the possible impact of non-compliance

e Allocate responsibility for data protection compliance

Thetechnical and organisational measures thatthe School has in place to ensure and demonstrate
compliance withthe data protection laws, regulations and codes of conduct are detailed inthis
document and associated policies.

4.1.1 DATA MINIMISATION

Under Article 5 of the GDPR, principle (c) advises that data should be ‘limited to what is necessary’,
which forms the basis of our minimalist approach. We only ever obtain, retain, process and share the
datathatis essential for carrying out our services and/or meeting our legal obligations and only
retain data for as long as is necessary.

Our systems, employees, processes and activities are designed to limit the collection of personal
information to that which is directly relevant and necessary to accomplish the specified purpose.
Dataminimisationenablesustoreduce dataprotectionrisks and breaches and supportsour
compliance with the data protection laws.

Measures to ensure that only the necessary data is collected includes: -

e Electroniccollection (i.e. forms, website, surveys etc) only have thefields that are relevantto
the purpose of collection and subsequent processing. We do notinclude ‘optional’fields, as
optional denotes that it is not necessary to obtain

e Physical collection (i.e. face-to-face, telephone etc) is supported using internal forms where
the required data collection is ascertained using predefined fields. Again, only that which is
relevant and necessary is collected

e Forms, contact pages and any documents usedto collect personal information are reviewed
every1l2monthstoensuretheyarefitfor purposeandonlyobtaining necessary personal
informationinrelationtothe legal basis being relied on and the purpose of processing
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4.1.2 ENCRYPTION

We utilise encryption as a further risk prevention measure for securing the personal data that we
hold. Encryptionwithasecretkeyisusedtomake dataindecipherable unlessdecryptionofthe
dataset is carried out using the assigned key.

Weuutiliseencryptionviasecretkeyfortransferring personaldatatoany external party and provide
the secret key in a separate format. Where special category information is being transferred and/or
disclosed, the Data Protection Officer is required to authorise the transfer and review the encryption
method for compliance and accuracy.

4.1.3 RESTRICTION

Restricting access is builtinto the foundation of the School’s processes, systems and structure and
ensuresthatonly those with authorisation and/or arelevant purpose have accessto personal
information.

4.1.4 INFORMATION AUDIT

Toenablethe Schooltofully prepareforand complywiththe dataprotectionlaws, we have carried
outaschool-wide data protectioninformation auditto better enable ustorecord, categorise and
protect the personal data that we hold and process.

The audit has identified, categorised and recorded all personal information obtained, processed and
shared by our college inour capacity as a controllerand has been compiled onacentralregister
which includes: -

e What personal data we hold
e Where it camefrom

e Who we share it with

e Legal basis for processing it
e Whatformat(s)isitin

e Whois responsible for it?

o Disclosures and Transfers (if applicable)

4.2 LEGAL BASIS FOR PROCESSING (LAWFULNESS)

Atthe core of all personal information processing activities undertaken by the School, isthe
assuranceandverificationthatwe are complyingwith Article 6 ofthe GDPR and our lawfulness of
processing obligations. Prior to carrying out any personal data processing activity, we identify and
establish the legal basis for doing so and verify these against the regulation requirements to ensure
we are using the most appropriate legal basis.

42.1 PROCESSING SPECIAL CATEGORY DATA

Special categories of Personal Data are defined in the data protection laws as: -
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Processingof personaldatarevealingracial orethnicorigin, political opinions, religiousor
philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data
forthepurposeofuniquelyidentifyinganatural person, dataconcerning healthordataconcerninga
natural person’s sex life or sexual orientation shall be prohibited —unless one of the Article 9 clauses
applies.

Where the College processes any personal information classed as special category, we dosoin
accordance with Article 9 of the GDPR regulations and in compliance with the Data Protection Bill's
Schedule 1 Parts 1, 2, 3 & 4 conditions and requirements.

Wewill only ever process special category datawhere: -

e Thedatasubject has given explicit consent to the processing of the personal data
e Processingisnecessary forthe purposes of carrying out the obligations of the controller

4.2.2 RECORDS OF PROCESSINGACTIVITIES

The School does not maintain records of processing activities. However, we continually review all
such activities to ensure that we will be to record such information as detailed in GDPR Atrticle 30.

4.3 DATA RETENTION & DISPOSAL

The School has defined procedures for adhering to the retention periods as set out by the relevant
laws, contracts and our business requirements, as well as adhering to the GDPR requirement to only
hold and process personal information for as long as is necessary. All personal datais disposed ofina
waythatprotectstherightsand privacy of datasubjects (e.g. shredding, disposal asconfidential
waste, secure electronic deletion) and prioritises the protection of the personal datain all instances.

4.3.1 DESTRUCTION AND DISPOSAL OF RECORDS & DATA

Allinformation of a confidential or sensitive nature on paper, card or electronic mediamust be
securely destroyed when itis no longer required. This ensures compliance with the Data Protection
laws and the duty of confidentiality we owe to our staff and students.

The School is committed to the secure and safe disposal of any confidential waste and information
assetsinaccordance withourcontractualandlegalobligationsandthatwe dosoinanethicaland
compliant manner.

4.3.2 PAPER RECORDS

Duetothe nature of our business, the School retains paper based personal information and as such,
has adutyto ensurethatitis disposed ofin asecure, confidentialand compliant manner. The
School utilise Onsite-Shredding to dispose of all paper materials.

4.3.3 ELECTRONIC & IT RECORDS AND SYSTEMS

The School uses computers and technology equipment in the running of our business. From time to
time, such assets mustbe disposed of and due to the information held on these whilstthey are
active; this disposal is handled in an ethical and secure manner.
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The deletion of electronic records must be organised in conjunction with the IT Department who will
ensure the removal of all data from the medium so that it cannot be reconstructed.

Only the IT Department can authorise the disposal of any IT equipment. Where possible, information
is wiped from the equipment through use of software and formatting.

4.3.4 ERASURE

In specific circumstances, data subjects’ have the right to request that their personal data is erased,
however the College recognise that this is not an absolute ‘right to be forgotten’. Data subjects only
havearighttohave personaldataerasedandtopreventprocessingifone ofthe belowconditions
applies: -

. Wherethe personaldataisnolongernecessaryinrelationtothe purposeforwhichitwas
originally collected/processed

. When the individual withdraws consent

. When the individual objects to the processing and there is no overriding legitimate
interest for continuing the processing

. The personal data was unlawfully processed

. The personal data must be erased in order to comply with a legal obligation

Where one of the above conditions applies and the School received a request to erase data, we first
ensurethatno otherlegal obligation orlegitimate interestapplies. If we are confidentthat the data
subjecthastherightto have their data erased, thisis carried out by the Data Protection Officerin
conjunctionwithanydepartmentmanagertoensurethatalldatarelatingtothatindividualhasbeen
erased.

5 DATA PROTECTION IMPACT ASSESSMENTS(DPIA)

The School does not currently carry out any processing activities that are defined as requiring a
DPIA; however, we continually monitor all activities against the GDPR Atrticle 35 requirements.

6 DATA SUBJECT RIGHTS PROCEDURES

6.1 CONSENT & THE RIGHT TO BE INFORMED

The collection of personal and special category data is a fundamental part of the products/services
offered by the School and we therefore have specific measures and controls in place to ensure that
we comply with the conditions for consent under the data protection laws.

Whereprocessingisbased onconsent,the Collegehavereviewed andrevisedall consent
mechanisms to ensure that: -

e Consentrequests aretransparent, using plain language and is void of any illegible terms,
jargon or extensive legal terms

e ltisfreely given, specific and informed, as well as being an unambiguous indication of the
individual's wishes
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6.1.1

Consentis always given by a statement or a clear affirmative action (positive opt-in) which
signifies agreement to the processing of personal data

Pre-ticked, opt-in boxes are never used

We have ensured that withdrawing consent is as easy, clear and straightforward as giving it
and is available through multiple options, including: -

o Opt-out links in mailings or electronic communications
o Ability to opt-out verbally, in writing or by email
Consent withdrawal requests are processed immediately and without detriment

Forspecial category data, the consent obtained is explicit (stated clearly andindetail, leaving
noroom for confusion or doubt)withthe processing purpose(s) always being specified

INFORMATION PROVISIONS

Where personal data is obtained directly from the individual (i.e. through consent, by employees,
written materials and/ or electronic formats (i.e. website forms, subscriptions, email etc)), we provide
the below information in all instances, in the form of aprivacy notice: -

6.2

Theidentity andthe contactdetails ofthe controllerand, where applicable, ofthe
controller's representative

The contact details of our data protection officer

The purpose(s) of the processing for which the personal information is intended
The legal basis for the processing

The recipients or categories of recipients of the personal data (if applicable)

The existence of the right to request access to and rectification or erasure of, personal data
or restriction of processing concerning the data subject or to object to processing as well as
the right to data portability

Where the processing is based on consent under points (a) of Article 6(1) or Article 9(2), the
existence ofthe righttowithdraw consent at any time, without affecting the lawfulness of
processing based on consent before its withdrawal

The right to lodge a complaint with the Supervisory Authority

Whether providing personal data is a statutory or contractual requirement, or a requirement
necessarytoenterintoacontract, aswellaswhetherthe datasubjectis obligedto provide
the personal data and of the possible consequences of failure to provide such data

PRIVACY NOTICE

The School defines aPrivacy Noticeasadocumentthatisprovidedtoindividuals atthetimewe

collecttheirpersonaldata. We havealinktoourPrivacy Notice onourwebsite and provideacopy
of physical and digital formats upon request. The notice is the customer facing policy that provides

the legal information on how we handle process and disclose personal information.
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6.2.1 EMPLOYEE PERSONAL DATA

Asperthedataprotectionlawguidelines,wedonotuse consentasalegalbasisforobtainingor
processing employee personalinformation.

Allemployees are provided with our Staff Handbook which informs them of their rights under the
data protection laws and how to exercise these rights and are provided with a Privacy Notice specific
to the personal information we collect and process about them.

6.3 THE RIGHT OF ACCESS

We have ensuredthatappropriate measures have beentakento provide informationreferredtoin
Articles 13/14 and any communication under Articles 15to 22 and 34 (collectively, The Rights of Data
Subjects),inaconcise, transparent, intelligible and easily accessible form, using clearand plain
language.

Suchinformationisprovidedfree of chargeandisinwriting, or by othermeanswhere authorised by
the datasubjectand with prior verificationastothe subject’sidentity (i.e. verbally, electronic).

Informationisprovidedtothe datasubjectatthe earliestconvenience, butatamaximumof30days
fromthe date the requestisreceived. Wheretheretrieval or provision of informationis particularly
complexoris subjecttoavalid delay, the period may be extended by two further months where
necessary. However, thisis only done inexceptional circumstances and the data subjectis kept
informed in writing throughout the retrieval process of any delays or reasons for delay.

Where we do notcomply with arequestfor data provision, the datasubjectis informed within 30
daysofthe reason(s) fortherefusaland oftheirrighttolodge a complaint with the Supervisory
Authority.

6.3.1 SUBJECT ACCESS REQUEST

Where adatasubjectasks usto confirmwhetherwehold and process personal dataconcerning
him or her and requests access to such data; we provide them with: -

e The purposes of the processing
e The categories of personal data concerned

e The recipients or categories of recipient to whom the personal data have been or will be
disclosed

¢ Wherepossible,theenvisaged periodforwhichthe personaldatawillbe stored, or,ifnot
possible, the criteria used to determine that period

e Theexistenceoftherighttorequestrectificationorerasure of personaldataorrestriction of
processing of personal data concerning the data subject orto objectto such processing

e Therighttolodge a complaint with a Supervisory Authority

Subject Access Requests (SAR) are passed to the Data Protection Officer as soon as received and a
record of the request is noted. The type of personal data held about the individual is checked against
our Information Auditto see whatformatitis heldin, who else hasithas beenshared withand any
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specific timeframes for access.

SARs are always completed within 30-days and are provided free of charge. Where the individual
makes the request by electronic means, we provide the information in acommonly used electronic
format, unless an alternative format is requested.

6.4 DATA PORTABILITY

The School provides all personal information pertaining to the data subject to them on request and
inaformatthatis easytodisclose and read. We ensure that we comply with the data portability
rights of individuals by ensuring that all personal datais readily available andisin astructured,
commonlyusedandmachine-readable format, enabling datasubjectstoobtainandreusetheir
personal data for their own purposes across different services.

6.5 RECTIFICATION & ERASURE

6.5.1 CORRECTING INACCURATE OR INCOMPLETE DATA

Pursuantto Article 5(d), all data held and processed by the School is reviewed and verified as being
accuratewherever possibleandis alwayskeptuptodate. Whereinconsistencies areidentified
and/orwherethe datasubjector controllerinforms usthat the data we holdisinaccurate, we take
everyreasonable steptoensure that suchinaccuracies are corrected withimmediate effect.

The Data Protection Officer is notified of the data subjects request to update personal dataand are
responsible for validating the information and rectifying errors where they have been notified. The
informationis altered as directed by the data subject, with the information auditbeing checkedto
ensure that all data relating to the subject is updated where incomplete or inaccurate. Once
updated, we add an addendum or supplementary statement where applicable.

Where notified of inaccurate data by the data subject, we will rectify the error within 30 days and
informany third party of the rectification if we have disclosed the personal datain questiontothem.
The datasubjectisinformed in writing of the correction and where applicable, is provided with the
details of any third-party to whom the data has been disclosed.

Ifforanyreason, we are unableto actinresponsetoarequestforrectification and/or completion,
we always provide awritten explanation tothe individual and informthem of their rightto complain
to the Supervisory Authority.

6.5.2 THE RIGHT TO ERASURE

Also, known as ‘The Right to be Forgotten’, the College complies fully with Article 5(e) and ensures
that personal datawhichidentifies adata subject, is notkeptlonger thanis necessary for the
purposes for which the personal data is processed.
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All personal data obtained and processed by the School is categorized when assessed by the
informationauditandiseithergivenan erasure date orismonitored sothatitcan be destroyed
when no longernecessary.

7 OVERSIGHT PROCEDURES

7.1 SECURITY & BREACH MANAGEMENT

The School ensures the maximum security of data that is processed, including as a priority, whenitis
shared, disclosedandtransferred. OurInformation Security Policies providethe detailedmeasures

and controlsthatwetaketo protect personalinformation andto ensureits security fromconsentto
disposal.

Whilstevery effortand measure are takentoreduce therisk of databreaches, the College has
controlsandproceduresin placeforsuchsituations, alongwiththe notificationstobe madetothe
Supervisory Authority and data subjects (where applicable).

8 TRANSFERS & DATASHARING

Personal datainthe European Unionis protected by the General Data Protection Regulation (GDPR)
butsome other countries may notnecessarily have the same high standard of protectionfor your
personal data. Empire College London does nottransfer or store any personal data outside the EU.

9 MONITORING & RESPONSIBILITIES

The School hasappointedaDataProtection Officer whoseroleitistoidentifyand mitigateany
risks to the protection of personal data, to act in an advisory capacity to the business, its employees
and senior management and to actively stay informed and up-to-date with all legislation and
changesrelating to data protection. The Data Protection Officer has overall responsibility for
assessing, testing, reviewing and improving the processes, measures and controls in place tothe
Senior Management Team where applicable.
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